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User identification and authentication are essential parts of information security.
Users must authenticate as they access their computer systems at work or at
home every day. Yet do users understand how and why they are actually being
authenticated, the security level of the authentication mechanism that they are
using, and the potential impacts of selecting one authentication mechanism or
another?

Introducing key concepts, Mechanics of User Identification and Authentication:
Fundamentals of Identity Management outlines the process of controlled access
to resources through authentication, authorization, and accounting in an in-depth,
yet accessible manner. It examines today's security landscape and the specific
threats to user authentication. The book then outlines the process of controlled
access to resources and discusses the types of user credentials that can be
presented as proof of identity prior to accessing a computer system. It also
contains an overview on cryptography that includes the essential approaches and
terms required for understanding how user authentication works.

This book provides specific information on the user authentication process for
both UNIX and Windows. Addressing more advanced applications and services,
the author presents common security models such as GSSAPI and discusses
authentication architecture. Each method is illustrated with a specific
authentication scenario.
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User identification and authentication are essential parts of information security. Users must authenticate as
they access their computer systems at work or at home every day. Yet do users understand how and why they
are actually being authenticated, the security level of the authentication mechanism that they are using, and
the potential impacts of selecting one authentication mechanism or another?

Introducing key concepts, Mechanics of User Identification and Authentication: Fundamentals of Identity
Management outlines the process of controlled access to resources through authentication, authorization, and
accounting in an in-depth, yet accessible manner. It examines today's security landscape and the specific
threats to user authentication. The book then outlines the process of controlled access to resources and
discusses the types of user credentials that can be presented as proof of identity prior to accessing a computer
system. It also contains an overview on cryptography that includes the essential approaches and terms
required for understanding how user authentication works.

This book provides specific information on the user authentication process for both UNIX and Windows.
Addressing more advanced applications and services, the author presents common security models such as
GSSAPI and discusses authentication architecture. Each method is illustrated with a specific authentication
scenario.
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Editorial Review

Review
By the authors providing a 'hacker' perspective, readers will more fully understand the ramifications of
having an insecure computer, server, network, program, database and or policy. … [T]here are important
discussions of the non-technical kind [of insecurity] like policy, which is too often overlooked in many
organizations. … What is most impressive about the book is its outlines of specific exploits and attacks with
prescribed defenses. … Coupled with good illustrations and detailed explanations[,] this is a great resource…
- E-Streams, Vol. 7, No. 9, September 2004
This is a must-have book for those preparing for the CISSP exam and for any information security
professional.
- Zentralblatt MATH 1054, May 2005

About the Author
Consultant, Buckinghamshire, UK

Users Review

From reader reviews:

George Gomez:

As people who live in the modest era should be revise about what going on or data even knowledge to make
these individuals keep up with the era which is always change and move forward. Some of you maybe will
update themselves by reading through books. It is a good choice for you personally but the problems coming
to you actually is you don't know which one you should start with. This Mechanics of User Identification and
Authentication: Fundamentals of Identity Management is our recommendation to cause you to keep up with
the world. Why, as this book serves what you want and wish in this era.

Kelly Brooks:

Information is provisions for people to get better life, information today can get by anyone on everywhere.
The information can be a information or any news even a problem. What people must be consider if those
information which is inside the former life are difficult to be find than now's taking seriously which one is
appropriate to believe or which one the particular resource are convinced. If you receive the unstable
resource then you obtain it as your main information you will have huge disadvantage for you. All those
possibilities will not happen inside you if you take Mechanics of User Identification and Authentication:
Fundamentals of Identity Management as your daily resource information.

Robin Harvey:

This book untitled Mechanics of User Identification and Authentication: Fundamentals of Identity
Management to be one of several books in which best seller in this year, that is because when you read this



publication you can get a lot of benefit into it. You will easily to buy this specific book in the book retail
outlet or you can order it through online. The publisher on this book sells the e-book too. It makes you more
readily to read this book, as you can read this book in your Mobile phone. So there is no reason to you
personally to past this e-book from your list.

Francis Gibbs:

A lot of reserve has printed but it differs from the others. You can get it by internet on social media. You can
choose the most effective book for you, science, witty, novel, or whatever simply by searching from it. It is
named of book Mechanics of User Identification and Authentication: Fundamentals of Identity Management.
You can include your knowledge by it. Without leaving behind the printed book, it may add your knowledge
and make you happier to read. It is most crucial that, you must aware about publication. It can bring you
from one destination for a other place.
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