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Developing an information security program that adheres to the principl e of
security as a business enabler must be the first step in an enterprise’s effort to
build an effective security program. Following in the footsteps of its bestselling
predecessor, | nfor mation Security Fundamentals, Second Edition provides
information security professionals with a clear understanding of the fundamentals
of security required to address the range of issues they will experiencein the
field.

The book examines the elements of computer security, employee roles and
responsibilities, and common threats. It discusses the legal requirements that
impact security policies, including Sarbanes-Oxley, HIPAA, and the Gramm-
Leach-Bliley Act. Detailing physical security requirements and controls, this
updated edition offers a sample physical security policy and includes a complete
list of tasks and objectives that make up an effective information protection
program.

- Includes ten new chapters

- Broadensits coverage of regulationsto include FISMA, PCI compliance, and
foreign requirements

- Expandsits coverage of compliance and governance issues

- Adds discussions of 1SO 27001, ITIL, COSO, COBIT, and other frameworks

- Presents new information on mobile security issues

- Reorganizes the contents around 1SO 27002

The book discusses organization-wide policies, their documentation, and legal
and business requirements. It explains policy format with afocus on global,
topic-specific, and application-specific policies. Following areview of asset
classification, it explores access control, the components of physical security, and
the foundations and processes of risk analysis and risk management.

The text concludes by describing business continuity planning, preventive
controls, recovery strategies, and how to conduct a business impact analysis.
Each chapter in the book has been written by a different expert to ensure you
gain the comprehensive understanding of what it takes to develop an effective
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Developing an information security program that adheres to the principle of security as a business enabler
must be the first step in an enterprise’ s effort to build an effective security program. Following in the
footsteps of its bestselling predecessor, | nformation Security Fundamentals, Second Edition provides
information security professionals with a clear understanding of the fundamentals of security required to
address the range of issues they will experiencein thefield.

The book examines the elements of computer security, employee roles and responsibilities, and common
threats. It discusses the legal requirements that impact security policies, including Sarbanes-Oxley, HIPAA,
and the Gramm-Leach-Bliley Act. Detailing physical security requirements and controls, this updated edition
offers asample physical security policy and includes a complete list of tasks and objectives that make up an
effective information protection program.

- Includes ten new chapters

- Broadensits coverage of regulationsto include FISMA, PCI compliance, and foreign requirements
- Expandsits coverage of compliance and governance issues

. Addsdiscussions of 1SO 27001, ITIL, COSO, COBIT, and other frameworks

- Presents new information on mobile security issues

- Reorganizes the contents around 1SO 27002

The book discusses organization-wide policies, their documentation, and legal and business requirements. It
explains policy format with afocus on global, topic-specific, and application-specific policies. Following a
review of asset classification, it explores access control, the components of physical security, and the
foundations and processes of risk analysis and risk management.

The text concludes by describing business continuity planning, preventive controls, recovery strategies, and
how to conduct a business impact analysis. Each chapter in the book has been written by a different expert to
ensure you gain the comprehensive understanding of what it takes to develop an effective information
security program.
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Editorial Review
Users Review
From reader reviews:
Dirk Sullivan:

Hey guys, do you wishes to finds a new book to see? May be the book with the concept Information Security
Fundamental's, Second Edition suitable to you? The book was written by famous writer in this era. Often the
book untitled Information Security Fundamentals, Second Editionis a single of several booksin which
everyone read now. This kind of book was inspired |ots of people in the world. When you read this reserve
you will enter the new shape that you ever know prior to. The author explained their strategy in the simple
way, thus al of people can easily to comprehend the core of this reserve. This book will give you alot of
information about this world now. To help you to see the represented of the world in this particular book.

Michelle Oquinn:

The book untitled Information Security Fundamentals, Second Edition contain alot of information on that.
The writer explains your girlfriend ideawith easy way. The language is very easy to understand all the
people, so do not necessarily worry, you can easy to read that. The book was compiled by famous author.
The author will bring you in the new period of literary works. Y ou can read this book because you can please
read on your smart phone, or gadget, so you can read the book within anywhere and anytime. In a situation
you wish to purchase the e-book, you can wide open their official web-site in addition to order it. Have a
nice learn.

Walter Rojas:

Y ou could spend your free time to read this book this e-book. This Information Security Fundamentals,
Second Edition is simple to develop you can read it in the park, in the beach, train along with soon. If you
did not have got much space to bring the particular printed book, you can buy the e-book. It is make you
guicker to read it. You can save the particular book in your smart phone. So there are alot of benefits that
you will get when one buys this book.

Ivan Dinkdl:

Many people spending their time frame by playing outside having friends, fun activity with family or just
watching TV the entire day. Y ou can have new activity to shell out your whole day by reading through a
book. Ugh, yathink reading a book will surely hard because you have to bring the book everywhere? It all
right you can have the e-book, having everywhere you want in your Cell phone. Like Information Security
Fundamental's, Second Edition which is finding the e-book version. So , why not try out this book? Let's



observe.
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